l Data Backup & Recovery

Business Continuity Solutions

Protect your business data

Vicinity offers an all-in-one business continuity and

disaster recovery (BCDR) solution. By unifying data

backups with true disaster recovery, we are able to

provide these key benefits:

Instant Virtualization to recover systems and data:

® On your hypervisor hardware (on-premise)

® On your local data backup appliance (on-premise)

¢ In the cloud (fully furnished disaster recovery
environment)

Multiple recovery options:

e Granular file restore for accidentally deleted or
corrupted files/folders

® Rapid rollback to quickly undo widespread
changes caused by ransomware

® Image export for full virtual server restore
(VMWare or Hyper-V)

e Bare Metal Recovery to re-image a server to new
hardware

Go beyond just having data backups

Our immutable cloud data backup service provides a purpose built solution which is geographically
distributed, purpose built for backup & recovery and hardened using industry leading capabilities, including
data encryption at rest and immutable data storage.

With Vicinity, we not only verify that your data backups completed, but that they are verified, usable and
secure against threats like ransomware and data breach.

3rd Generation Business Conftinuity

Beyond traditional BCDR for your on-premise server or data center, our solution offers robust capabilities
supporting data backup for hyperscale cloud hosting (Microsoft Azure and Amazon AWS) and third party
cloud hosting solutions.

Go even further by providing full and verified data backups of your assets stored in Microsoft 365 (including
email, OneDrive, SharePoint and Teams.)
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Powerful Features

Included on all platforms

« Once daily recovery point standard (configurable as short as 5 minute snapshots)

« 1 year time based retention (7 daily, 4 weekly, 12 monthly data backups) standard

« On-premise data backup for fast recovery with local virtualization

« Secure off-site replicas in US based geographically redundant data center facilities
(Pennsylvania & Utah)

« Data Centers are both ISO27001 and SOC2 Type Il certified

« 5year hardware warranty on data backup appliance

« Support for granular file and folder restore

« Support for granular database recovery with Microsoft SQL Server and Microsoft
Exchange

« Support for bare metal and virtual machine image based whole server recovery

« Backup file system validation

« Live virtualization based system validation of backup images

« Application level validation of backup images including Microsoft Active Directory, DNS,
DHCP, SQL and IIS service validation

Scalable Offerings

Starter Professional Premium

Scalable - protect up
to 60TB of data per
appliance

Protectup to 1 TB of Protect up to 4 TB of
data data

Additional Options

Cloud to Cloud backups for virtual machines hosted in cloud (Amazon AWS, Microsoft Azure)
Upgrade to 7 year tfime based cloud retention

Upgrade to indefinite cloud retention

Add Saas protection for Microsoft 365 (Exchange, OneDrive, SharePoint, Teams)

Quarterly Disaster Recovery Exercise utilizing cloud hosting environment

www.vicinity.team



